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Identity Solutions You Can lTrust

GuardedID®

The worlds most powerful keystroke encryption
solution; preventing keyloggers and malware
from stealing personal & corporate data
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Problem:
— The Ever Changing Threat Landscape

Wall Street Journal 1/21/09: Heartland Payment Syst ems Inc. said Tuesday
that cyber criminals compromised its computer netwo rk using keyloggers
gaining access to customer information associated w ith the 100 million
card transactions it handles each month.

Data Breaches were up 47% _in 2008 from 2007.

Someone’s Identity - data is stolen every 3 seconds

Existing defenses “Anti-Virus Software” are not matc h against today’s
threats i.e. “Zero-Day Attacks” , “Click-Jacking” , or Trusted Insiders”

World Bank Under Cyber Siege in “Unprecedented Cris  is”, keyloggers _used
to steal account data over a 7 month time-frame.
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Solution:
- — GuardedID’s Keystroke Encryption Technology

= GuardedID is a groundbreaking new keystroke encryption
technology, designed to protect your identity and proprietary
Information at it's most vulnerable and critical point, the point of
Inception.

= GuardedID visually alerts you of “Clickjacking” attacks.

» GuardedID protects all Windows based applications: Word,
Excel, Outlook, Databases, QuickBooks, Web-browsers, Instant
Messenger Programs, etc.
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B\ Problems That GuardedID Solves

k Keyloggers / Malware (favorite tool of the hacker/cybercriminal)

— Zero Day Attack - Time gap between when a trojan is released and
the AV guys update their definitions is between 28-32 days

— Spread through infected Web sites, downloads, e-mails, MP3’s, AVI’s,
etc.

— Installation of spyware-malware without user knowledge

— Invisible to existing anti-virus software

— Infected employee emails, third-party devices

— Insider threat

— Polymorphic keyloggers automatically changing their signature

— Unexpected keyloggers being installed by 3" party hardware (Best
Buy — digital picture frames, SeaGate/Maxtor Hardrives, McDonalds
mp3 players, etc.)

— Invisible iFrame attacks
— Vulnerability between keyboard & browser
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GuardedID — How It Works

Vulnerable areas to
malicious code, spyware
and keyloggers

Vulnerability 1

!

User information can be stolen
through message hooking keylogger

Windows
Desktop
Applications

Browsers

!

Vulnerability 2

User information can be stolen
through filtering a keyboard driver

Vulnerability 3

!

User information can be stolen by
replacing a software driver with a

malicious keylogging driver

(____

Hardware Driver
(Keyboard Port)

Normal Data Route
Without GuardedID

SSL

Connection

SSL
Connection

g P
Web Server

* Creates a separate, “out-of-band” 128-bit
encrypted pathway for keystrokes

» Sends keystrokes directly to the application,
preventing intercepted data

 Stays active always, encrypting and
protecting all keystrokes

GuardedID’s “Out-of-Band”
pathway for encrypted keystrokes

GuardedID ° Key Benefits:

* Protects against “NEW” and “EXISTING” keyloggers

* Toolbar plug-in for IE6, IE7& Firefox

» Does Not require any spyware database updates

« Eliminates time-consuming hard disk or memory scans
* CryptoColor - visually displays all browser encrypte

* Small memory footprint

d fields
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B\ GuardedID’s Competitive Advantages

» GuardedID protects personal, financial and corporate information by
encrypting a users keystrokes instantly when typed into desktop or
online applications.

= GuardedID has been tested by independent labs and vetted by
leading industry experts.

= GuardedID prevents the results of a Zero Day attack payload
(keylogger).

= GuardedID'’s CryptoCoIor® (visual verification technology) shows a
user that it’s safe to type their personal or financial data.

» GuardedID has an SDK & robust license manager.
=  Supports XP, 2000, 2003, Vista, IE & Firefox browsers.

» GuardedID’s enhanced monitoring system will alert user of any
embedded keyloggers (known or unknown) sitting in the computer.

=  Small memory footprint, does not require database updates.
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Screenshots:
Threats & GuardedID Solution

» Keylogger stealing data from an unprotected browse

» Keylogger rendered useless when GuardedID is protecting the
browser

» Keylogger stealing corporate data from MS Outlook

» Keylogger rendered useless when GuardedID is protecting
MS Outlook or any other application

* Clickjack attack tricks user to click on an invisible link

* Clickjack attack was rendered ineffective because GuardedID
warned the end user by making the invisible visible.
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Threat: Keylogger steals data

from unprotected browser

|p§.'

T @ | g Business Online - B181707080322 | | - B & v [=hPsge + (G Tods -
—_— |

Bank of Ireland
O Line

Every keystroke

IS easily copied
by the keylogger!

o HEWEeeR
+o Buziness On Line

3 Try our demo Since 15t January 2007, all cross border payments to all EU Member states,
Iceland, Morweay |, Liechtenstein and Switzerland must be made with

beneficiary 1BANM and BIC details.

¥ Apply Now

Pleaze click on the link to find out more about extended validation and invalid
'50 characters on Business On Line.

MORE INFORMATION
= PAYRENT NEWS

® Help and Support Logon to Business On Line
= Diowynload our brochure
® Special offers from BT for Logging on to Business On Line confirms your acceptance of the €

BOL customers

User LD EJDOE |

OTHER BOI LINKS
= B0 Group

= Business Banking Logon

= Corporate Banking

Password: iuuuu |

{ JDOE<TAB>JOHNDOE1

» lobal Markets www bolstatus com B181707080322
@ Copyright Bank of Ireland 2004 | Contact Us Privacy Policy | Legal Docun

About Clear Skop Close
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Y i Solution: Keylogger rendered useless by a
: GuardedID protected browser

{= Business On Line - B181707080314 - Windows Internet Explorer

@ ﬂ'.- I. hiktps: § s, boi-bol. comfnewhome Vl g;l Ae s

1234<TAB>56789012

File: Edit Wiew Favorites  Tools  Help GuardediD® @ on

W |’Business‘ On Line - B181 707080314

r

Bankofireland (&)

O Line

- HEW USER
to Business On Line

Since 12t January 2007, 3l cross border payments to all EU Member states, v Keyl Ogger rece IVGS fake keys . .
lceland, Morway, Liechtenstein and Switzerland must be made with ° Toolbar |nd | Cator g reen “O n” Ilg ht |S On

beneficiary IBAMN and BIC details.

Pleaze click on the link to find out mare about extended validstion and inwvalic O Crypt0C0|Or ShOWS USGI’ fle|dS are “Secure”

* Try our demo

 Apply Now

MORE INFORMATION
= PAYMENT MEWS
" Help and Support

= Dioywnload our brochure
= Special offers from BT for Logging on to Business On Line confirms your acceptance of the

Logon to Business On Line

BOL customers

User I.D.: ljdoe
OTHER BOI LINKS e o
= Bl Group
= Business Banking Logon

= Corporate Banking
® Global Markets www bolstatus.com B181707080314

@ Copyright Bank of Ireland 2004 | Contact Us Privacy Policy | Ledal Docun
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Threat: Keylogger stealing
sensitive corporate data

“ Key Logger |:| |E| E|

jstrauss<TAB>confidential< TAB>john< TAB>th
ere's<SPACE>word<SPACE>around<SPACE>t
he<SPACE:> office<SPACE>that<SPACE>the<S
PACE>stock<SPACE>split< SPACE>looks<SPA
CE>like<SPACE=it's<SPACE>going<SPACE>t
0<SPACE>happen,<SPACE>how<SPACE>can=<
SPACE>i<SPACE>buy<SPACE>some<SPACE>
stock<SPACE>now1<DELETE>

Clear | Stop Close

£¥ confidential - Message

';14 Mormal + &rial, - Arial - .1IZI - o | == = I_ - | ;E = *= *= | . abx .
=T B E T ,J;_| T .@qm zead i
it Elta Edit g_lew Insert  Formag” Tools  Table ow Help Tvpe a questionfor belp = X%
Eéﬁlgen_d | fccounts ~ | Jl] 18, |24 YT | ¥ || (] options... = | HTML -
(L T | jstrauss
(e e :
Subject: confidertial
p— |
o~
John
There's word around the office that the stock split looks like it's going to happen, how can | buy snm@
Sincerely,

10
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Solution: Keylogger rendered useless from
stealing sensitive corporate data

£¥ confidential - Message

* Key Logger

23456789<TAB><TAB>012345678901<TAB>234
56<RETURN=>7890123<SPACE>4567<SPACE=8
9012<LEFT>3<RIGHT><SPACE>456<SPACE>T
89012<SPACE>3456<SPACE>T89<SPACE>0123
456<SPACE>78901<SPACE>23456<SPACE>T78<
SPACE-90123<SPACE>45<SPACE>6T89012<S
PACE>345<SPACE>67<SPACE=8<SPACE=201
<SPACE>2345<SPACE>6T890<SPACE>1234

Skop Close

| A= |,: i §§§§_|.v

=| (=7 = i

U|—

A4 Mormal (Web) -~ Arial =10 ~| B

T B E T EIE AP e

I File Edit Wiew Insert Format g@=  Table Help

isugen_d | Accounts ~ | ([l ~ @R | 4 ¥ ¥ | (3 | 2] options... = | HTML

Type a question for help = | %

i Tou, | jstrauss
Subject: | confidential

John

There's word around the office that the pending stock split is going to happen, how da | buy snm@

Sincerely,

> ||
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Threat: Clickjacking Attack

= http:lhwww.metx. net/mateus/gidfcj2/findex2. html - Windows Internet Explorer

@"CJJ'- - |E, http: ) s et net/mateus/gidfcizfindex 2. hkml LR SRI R |l--"-‘ Search | L=

File Edit Wiew Favorites Tools  Help Lirks 2%
] —— = Y o

'ﬂi‘ ‘lﬁ' |@http:Il',l'www.metx.netIl'rnateus,l'gidll'cj2ll'index2.htrnl [ ‘ @‘ % o v i "-..j'r‘

This is Opacity Clickjacking, it works by hiding a differnt page above evervthing. Check out: Placement Click-jacking

dbe NEWS
- LoOn

12
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Solution: Clickjacking attack
defeated by GuardedID

3w [E it ettt ~ 0 ] 1] [ e 1ok
Bl Edl e Faeoiles Tods  Hebo Litks ™
Eoiaded: M alf O e -

Wl GRD | R bkbaeevamsti et maeus g cifndse bl |_ BB & -

This iz Opaoty Chckjacking, & works by sdmg a diff st page above everything. Check out Flacsment Clck-jackma

A Yool GuardedID makes
sl the invisible visible

I RH

Iﬂum
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GuardedID Protection Chart

Online Usernames & Passwords

Online Transactions Data Typed Into Keyboard

Online Clickjacking Attacks

Entering Sensitive Personal & Financial Information : Name, Address, Social
Security/Phone Numbers, DOB, Bill Payees, etc.

Shopping: Websites: Amazon, eBay, PayPal, etc.

Entering Data into Social Networking Sites: MySpace , FaceBook, YouTube, etc.

Online Banking Websites: Banking, Financial Transac  tions, etc.

Music websites: Limewire, Kazaa, ltunes, etc.

Online E-mailing: GMAIL, AOL Email, MSN Email, etc.

Microsoft Desktop Programs: Word, Excel, PowerPoint , All Windows Programs, etc.

Microsoft Outlook & Outlook Express

Databases: Logins, Data Input

Accounting/Tax Filing Programs: QuickBooks, TurboTa X, etc.

Instant Messaging: AIM, Windows Messenger, IRC, SKY  PE, etc.
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£ GuardedID
——— Deployment & Admin Features

MSI Installer:
= Managed Installation process

= Pre-install application of license (no user intervention
required for activation)

= AD Group Policy Deployment
= Software Update Service
=  Any Windows MSI installation manager

Admin Features:

= MSI installer for managed installations

= Logging to standard Event Logs (Application)
=  Automatic updates

15
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GuardedID
Logging & Updates

Logging:

Logging to system Application event logs
Compatible with current event monitoring tools
Compromised machine alert warning (user & admin)
Remote access to logs

Remote monitoring of logs

Alerts

Updates:

Automatic update mechanism

Clients can Update over Internet (GuardedID)
update site, or

Update from a Local update site

Allows updates to be pre-tested within the enterprise
for managed deployment.

16
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GuardedID Reviews:
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(Testing Labs / Magazines / Industry Experts)

: GuardedID 1.02 is an impressive
: update, it always succeeded on

: my test — it blocked every

: keylogger!

Neil Rubenking
: PC Magazine

. : "StrikeForce prevents identity
. : theft by keylogging by never
Ire1tting the thieves get a look at
. ¢ the
. ¢ StrikeForce
: : solutions available to corporate
: ¢ customers and now - thankfully

: “GuardedID is and invaluable
: resource  for anyone who
. banks, shops, & emails online”

Johnny May
i Author & Identity Theft
: Prevention Expert

: - the company

the
made

Over
has

keys. past,

it's

is taking it

. directly to the individuals who

: GuardedID passed our test
: 100%. It really obtained to
¢ frustrate everyone of the

: keyloggers on our system!

. O Estado de S&o Paulo
i (Brazil's Leading Technical
: Magazine)

.......................................................................

: i need the protection the most.
i ¢ GuardedID needs
: i every computer - and it's the
¢ : smart PC manufacturer that will

: ¢ license the technology in order

: i to market identity-safe PCs to
i ¢ its customers."

. Chris Shipley

to be on

Demo.com

- : GuardedID really hid anything
: ¢ typed into our browser from

. : the keyloggers that we put on
: © our computer!

. { pC World (Brazil)

: ¢ INFOLAB test results showed
: ¢ that GuardedID was

: ¢ sufficiently efficient in

: ¢ stopping the four keyloggers

. : we tested it against!

.| INFOLAB Brazil
: ¢ (Testing Lab)
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